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Purpose of the policy
This policy sets out how Stretford Grammar School, in relation to the management and administration of examinations and assessments, will handle personal data in accordance with applicable UK data protection legislation and the requirements of the Joint Council for Qualifications (JCQ).
The delivery of examinations and assessments involves centres and awarding bodies processing significant amounts of personal data, including information relating to candidates, staff, examiners, assessors and other individuals involved in the examination process. Personal data is information relating to an identified or identifiable living individual.
Stretford Grammar School ensures that personal data is processed in accordance with the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 (DPA 2018), as amended by the Data (Use and Access) Act 2025 (DUAA), and any other applicable data protection legislation, regulatory requirements and statutory codes of practice. The centre must also comply with any applicable requirements relating to the processing of personal data in other jurisdictions where relevant. The DUAA has amended, but does not replace, the UK GDPR and the DPA 2018.
JCQ's General Regulations for Approved Centres (section 6.1) require centres and awarding bodies to comply with current data protection legislation. JCQ's reference to ‘data protection legislation’ includes the UK GDPR, the DPA 2018 and relevant statutory codes of practice issued by the Information Commissioner. JCQ also requires centres to ensure that candidates are properly informed when their personal data is transferred to awarding bodies.
Relevant staff at Stretford Grammar School ensure that they assume responsibility for ensuring that candidates are provided with appropriate privacy information about how their personal data is collected, used and shared. This includes explaining, where applicable, that relevant personal data such as a candidate's name, date of birth, gender and other information required for the administration, assessment and awarding of qualifications may be provided to awarding bodies.
All exams office staff and other individuals who collect, access, use, store or share personal data must follow the centre's data protection procedures and the seven data protection principles set out in Article 5 of the UK GDPR. Personal data must be:
· processed lawfully, fairly and transparently;
· collected for specified, explicit and legitimate purposes and not processed in a way that is incompatible with those purposes;
· adequate, relevant and limited to what is necessary for the purposes for which it is processed;
· accurate and, where necessary, kept up to date;
· kept in a form that permits identification of individuals for no longer than is necessary;
· processed using appropriate technical and organisational measures to ensure security, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage; and
· processed in accordance with the principle of accountability, meaning that the centre must be responsible for, and able to demonstrate, compliance with the data protection principles.
Where exams office staff at Stretford Grammar School process special category data, such as information concerning a candidate's health or disability where this falls within the definition of special category data, or other particularly sensitive information, they are aware that an appropriate condition for processing must also be identified in accordance with applicable legislation.
This policy applies to personal data processed as part of the management and administration of examinations and assessments, regardless of whether the information is held electronically, in paper records or in another format.
Stretford Grammar School will also apply appropriate confidentiality and information-security measures to examination-related information that may not itself constitute personal data, particularly where disclosure, loss, alteration or unauthorised access could compromise the security or integrity of examinations and assessments.
Section 1 – Exams-related information
There is a requirement for the Exams Office to hold exams-related information on candidates taking external examinations. For further details on the type of information held please refer to Section 5 below.  
Candidates’ exams-related data may be shared with the following organisations:
· Awarding bodies
· Joint Council for Qualifications (JCQ)
· Department for Education
· Local Authority
This data may be shared via one or more of the following methods:
· hard copy
· email
· secure extranet sites e.g. AQA Centre Services; Cambridge OCR Interchange; Pearson Edexcel Online; WJEC Portal
· a Management Information System (MIS), provided by Bromcom, sending/receiving information via electronic data interchange (EDI) using the data transport application or by integrated data transfer (www.jcq.org.uk/exams-office/data-transport-application/) to/from awarding body processing systems
This data may relate to exam entries, access arrangements, the conduct of exams and non-examination assessments including controlled assessments and coursework, special consideration requests and exam results/post-results/certificate information. 
Section 2 – Informing candidates of the information held
Stretford Grammar School ensures that candidates are fully aware of the information and data held. 
All candidates are:
· informed via letter and/or electronic communication
· given access to this policy via the school website
Candidates are made aware of the above when the entries are submitted to awarding bodies for processing.
Student Materials
Materials which are submitted by candidates for assessment may include any form of written work, audio and visual materials, computer programs and data (“Student Materials”). Candidates will be directed to the relevant awarding body’s privacy notice if they require further information about how their Student Materials may be used by the awarding body. 
Candidates are informed that:
· by submitting Student Materials for assessment, the awarding body is entitled to use those Student Materials to the extent necessary to give effect to the assessment, qualification and regulatory framework, as set out in sections 6.17-6.19 of JCQ’s General Regulations for Approved Centres document
· they are not entitled to opt-out of allowing awarding bodies to use these materials for the purposes set out in sections 6.17-6.19
· the awarding body will anonymise materials used for teacher and examiner training, inclusion in examiner reports and similar assessment-related publications and research directly related to the awarding body’s assessment, qualification and regulatory activities
· they may notify the awarding body, by giving notice to the Exams Manager / Officer or a member of senior leadership at Stretford Grammar School that they wish to opt out of the awarding body’s use of their materials for teacher and examiner training, inclusion in examiner reports and similar assessment-related publications and research directly related to the awarding body’s assessment, qualification and regulatory activities. Relevant staff will submit promptly to the relevant awarding body any notice received from a candidate 

Access arrangements
Candidates eligible for access arrangements/reasonable adjustments which require awarding body approval will be informed that an application for access arrangements will be processed using Access arrangements online, complying with the UK GDPR and the Data Protection Act 2018. 
Malpractice
Candidates involved in suspected or alleged malpractice will be informed that their personal data will be provided to the awarding body (or bodies) whose examinations/assessments are involved, and that personal data about them may also be shared with other awarding bodies, the qualifications regulator or professional bodies, in accordance with the JCQ document Suspected Malpractice – Policies and Procedures.
Candidates reported for suspected or actual malpractice where a joint investigation by more than one awarding organisation is to be conducted, will be informed that awarding organisations will be responsible for ensuring that any sharing of data between awarding organisations is carried out in line with their statutory obligations under data protection legislation (primarily the Data Protection Act 2018 and UK GDPR).
Personal data
Candidates will be informed:
· that awarding bodies may be required to provide a candidate’s personal data to educational agencies, such as DfE, Welsh Government, Department of Education (Northern Ireland), ESFA, regulators, HESA, UCAS, Local Authorities and the Learning Records Service (LRS)
· that their personal data may be provided to a central record of qualifications approved by the awarding bodies for statistical and policy development purposes
· of the processing that the centre undertakes, for example, that the centre will provide relevant personal data, including name, date of birth and gender, to the awarding bodies for the purpose of examining and awarding qualifications

Candidates may obtain access to their personal data, such as examination results by applying to the appropriate awarding body’s data protection officer.
Candidates are also referred to the centre’s privacy notice which explains:
· why Stretford Grammar School needs to collect personal data
· what it plans to do with it
· how long it will keep it
· whether it will be sharing it with any other organisation
 Section 3 – Hardware and software
The table below sets out the measures in place to protect IT hardware, software and access to online systems used for the management and administration of examinations and assessments, supporting compliance with applicable UK data protection legislation and information security requirements.
	Hardware
	Date of purchase and protection measures
	Warranty expiry 

	Desktop computers; Laptops/tablets;
	Variable dates of purchase
Hardware is checked by the IT Manager and IT technician;
Hard drive scans and antivirus  updates are carried out regularly so that protection is up to date  
	N/A



	Software/online system
	Protection measure(s)

	Candidate information is stored on the Bromcom MIS database
	Trusted authentication via IT Manager so only users with approved access to the IT system can use the database

	Secure staff hard drive
	Protected usernames and passwords; rules for password setting (three random words, use of a mix of upper/lower cases letters and numbers) + rules for regular password changing. Regular checks to Firewall/Antivirus software.

	AQA Centre Services
	Centre administrator has to approve the creation of new user accounts and determine access rights. Once created, users’ access is via multi-factor authentication.

	Cambridge OCR Interchange
	Centre administrator has to approve the creation of new user accounts and determine access rights. Once created, users’ access is via multi-factor authentication.

	Pearson Edexcel Online
	Centre administrator has to approve the creation of new user accounts and determine access rights. Once created, users’ access is via multi-factor authentication.

	WJEC Portal
	Centre administrator has to approve the creation of new user accounts and determine access rights. Once created, users’ access is via multi-factor authentication.

	A2C electronic data transfer system
	Access keys required from each exam board


Section 4 – Dealing with personal data breaches
Although personal data is handled in accordance with applicable UK data protection legislation and the centre's information-security procedures, a personal data breach may occur. A personal data breach is a breach of security that leads to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or unauthorised access to, personal data. A breach can therefore affect the confidentiality, integrity or availability of personal data.
A personal data breach may occur for a number of reasons, including:
· loss or theft of personal data or equipment on which personal data is stored
· inappropriate or inadequate access controls resulting in unauthorised access or use
· equipment or system failure resulting in the loss, alteration or unavailability of personal data
· human error, such as sending personal data to the wrong recipient or accidentally disclosing information
· unforeseen circumstances, such as fire, flood or other events affecting the availability or security of personal data
· unauthorised access resulting from hacking, phishing or other cyber-attacks
· obtaining personal information by deception, including ‘blagging’ or social-engineering techniques
· malware or ransomware attacks that result in personal data being accessed, altered, lost or made unavailable
A personal data breach may be accidental or deliberate. Not every security incident will require notification to the Information Commissioner's Office (ICO), but all personal data breaches must be recorded and assessed to determine the appropriate response.
If a personal data breach is identified or suspected, the following steps will be taken:

1. Containment and recovery
The Data Protection Officer will lead, or coordinate, the centre's response to the breach.
Immediate action will be taken to contain the breach and prevent further loss, unauthorised access, disclosure or damage. This may include:
· identifying who needs to be informed and what action they are required to take 
· isolating or disabling a compromised device, account, system or section of the network 
· changing passwords, access credentials or permissions where necessary 
· locating and securing lost or stolen equipment or physical records 
· recalling or securely deleting information that has been sent or disclosed in error, where this is possible 
· restoring personal data from secure backups where data has been lost, damaged or made unavailable 
· taking steps to prevent compromised accounts or stolen information from being used to gain further unauthorised access; and
· obtaining assistance from the centre's IT provider, awarding bodies or other relevant organisations where appropriate 
The centre will also determine whether any third parties, including data processors, need to be contacted. Where a processor experiences a personal data breach, it must inform the centre without undue delay so that the centre can assess and fulfil its own data protection obligations.
2. Assessment of risk
The centre will promptly assess the likelihood and severity of the potential adverse effects of the breach on the rights and freedoms of individuals.
The assessment will consider, as appropriate:
· what categories of personal data are involved 
· whether any special category data or other particularly sensitive information is involved 
· how sensitive or confidential the information is 
· the number of individuals affected and the approximate number of records involved 
· the nature of the breach, including whether personal data has been lost, destroyed, altered, accessed or disclosed without authorisation 
· who may have accessed or received the information and whether they are known and trusted;
· whether appropriate security measures, such as encryption, were in place 
· whether the personal data remains accessible, usable and secure 
· the potential consequences for the individuals concerned, including risks of identity theft, fraud, discrimination, financial loss, distress, reputational damage or loss of confidentiality 
· the characteristics of the individuals affected, including whether children or other potentially vulnerable individuals are involved 
· the likelihood that harm could occur and the severity of any potential harm; and
· the effectiveness of any measures already taken to contain the breach or reduce the risk 
The primary consideration when assessing risk will be the potential impact on the individuals whose personal data has been affected. The centre will document its assessment and the reasons for the actions and decisions taken.
3. Notification and reporting
Following the risk assessment, the Data Protection Officer will determine whether the breach must be reported to the ICO and/or the individuals affected.
Where a personal data breach is likely to result in a risk to the rights and freedoms of individuals, the centre will notify the ICO without undue delay and, where feasible, within 72 hours of becoming aware of the breach. If notification is made after 72 hours, the centre will provide the ICO with reasons for the delay.
Where the breach is likely to result in a high risk to the rights and freedoms of individuals, the centre will also inform the affected individuals without undue delay, unless an exception under applicable data protection legislation applies. The communication will explain, in clear and plain language, the nature of the breach, the likely consequences and the measures taken or proposed to address the breach and mitigate its effects. Where appropriate, individuals will also be given advice on steps they can take to protect themselves.
The centre will keep a record of all personal data breaches, including those that do not require notification to the ICO or affected individuals. The record will include the facts relating to the breach, its effects and the remedial action taken.
4. Investigation, evaluation and improvement
Once the immediate response to the breach has been completed, the centre will review the incident to identify its cause and determine whether further action is required.
The review may include:
· reviewing what personal data was involved and where and how it was stored 
· identifying weaknesses or vulnerabilities in technical and organisational security measures 
· reviewing access controls, passwords, permissions and authentication arrangements 
· reviewing methods used to share, transfer and transmit personal data 
· reviewing the use of portable storage devices, personal devices and public or unsecured networks 
· considering whether relevant data protection policies and procedures were followed 
· reviewing whether staff had received appropriate training and guidance 
· providing additional training, advice or supervision where necessary 
· reviewing contracts and arrangements with relevant data processors or other third parties 
· reviewing and, where necessary, updating contingency, backup and business-continuity arrangements; and
· implementing measures to reduce the likelihood or impact of a similar breach occurring in the future 
The outcome of the investigation and any actions arising from it will be documented in accordance with the centre's accountability and record-keeping requirements.
Section 5 – Candidate information, audit and protection measures
For the purposes of this policy, personal data relating to candidates and other individuals involved in examinations and assessments will be processed in accordance with applicable UK data protection legislation, including the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018 (DPA 2018), as amended by the Data (Use and Access) Act 2025 (DUAA), and relevant regulatory guidance.
The centre will apply appropriate technical and organisational measures to protect personal data against unauthorised or unlawful processing and against accidental loss, destruction, alteration or damage. The measures applied will be proportionate to the nature and sensitivity of the information and the risks associated with its processing.
Examination-related information that does not constitute personal data will also be subject to appropriate confidentiality, security and examination-security controls where its loss, disclosure, alteration or unauthorised access could compromise the integrity or security of examinations or assessments.
The centre will maintain an information audit or appropriate record of processing activities to identify the categories of examination-related personal data held, the purposes for which it is processed, where it is held, who has access to it, how it is protected and, where applicable, how long it is retained. The audit will be reviewed annually and whenever there is a significant change to the centre's examination processes, systems, suppliers or information-security arrangements. This supports the centre's accountability obligations and its ability to demonstrate compliance with data protection requirements.
The table in section 8 details the types of candidate examination-related information held by the centre and how that information is managed, stored, accessed, retained and protected.
Protection measures
Depending on the nature and risk associated with the information, appropriate protection measures may include:
· access to systems and files restricted to authorised staff with a legitimate need to access the information
· password-protected accounts and systems, using appropriate authentication and access controls
· secure network drives, databases or other approved storage locations with access restricted according to staff roles and responsibilities
· appropriate physical security for paper records, examination materials and IT equipment
· encryption or other appropriate security measures for personal data stored on or transferred using portable devices or other media
· secure methods for sharing or transmitting personal data, particularly where sensitive or confidential information is involved
· appropriate backup, recovery and business-continuity arrangements to protect the availability and integrity of personal data
· up-to-date operating systems, software, web browsers, anti-malware protection, firewalls and other security controls, in accordance with the centre's IT security arrangements
· regular review and testing of security measures to ensure that they remain appropriate to the risks presented by the processing
· secure disposal or deletion of personal data when it is no longer required to be retained
· appropriate staff training, guidance and procedures to reduce the risk of accidental or unauthorised disclosure, loss or misuse of personal data.

Technical and organisational measures at Stretford Grammar School are regularly reviewed and appropriate changes made where risks, technology, examination processes or legal and regulatory requirements change.
Section 6 – Data retention periods
Details of retention periods, the actions taken at the end of the retention period and method of disposal are contained in the centre’s Exams Archiving Policy which is available from the Exams Manager / Officer on request.
Section 7 – Access to examination information and subject access requests
Under UK data protection legislation, individuals have the right to obtain a copy of their personal data and information about how their personal data is being processed. This is commonly known as the right of access or a subject access request (SAR).
In relation to examinations and assessments, a candidate may, depending on the circumstances, request access to personal data contained in examination-related records. This may include:
· their examination marks or results, where these constitute their personal data
· personal data contained in comments or annotations made by an examiner or assessor; and
· personal data contained in records relating to an examination appeal or review
The right of access does not automatically provide a candidate with a copy of their completed examination script or answers. Examination scripts are subject to specific provisions under UK data protection legislation, and whether a script is considered the candidate's personal data will depend on the circumstances. The centre will therefore consider requests for examination scripts in accordance with the applicable legislation and relevant ICO guidance. ICO – Exam results and your personal information
Requesting examination information
Requests for access to personal data or examination-related information should be made to the Data Protection Officer via email.
A request does not have to refer specifically to the UK GDPR or use the term ‘subject access request’ to be valid. Staff receiving a request that may constitute a subject access request will promptly refer it to the Data Protection Officer in accordance with the centre's data protection procedures.
The centre may request information reasonably necessary to confirm the identity of the person making the request where there is a reasonable basis for doing so. This is particularly important where the requester is a former candidate or is not known to current centre staff.

Requests made by children
Children have data protection rights in their own right. There is no fixed age at which a child automatically acquires the right to make a subject access request. The centre will consider whether the child is able to understand what they are requesting and the implications of the request.
As a general guide, the ICO considers that a child aged 12 or over is generally presumed to have sufficient maturity to exercise their data protection rights, although this should not be treated as an absolute rule. A younger child may be sufficiently mature to exercise their rights, while an older child may require additional support.
Each request will therefore be considered on its individual circumstances, taking into account the child's maturity and understanding and, where appropriate, their wishes regarding the involvement of a parent or person with parental responsibility.
Where a parent, guardian or other person makes a request on behalf of a child, the centre will consider whether the person making the request is authorised to act on the child's behalf and whether it is appropriate to provide the requested information. The child's best interests and the child's own wishes, where they can be established, will be taken into account. ICO – Children's data protection rights
A decision regarding whether a child has sufficient understanding to make a request independently will be made by the Head of Centre in consultation with the centre's Data Protection Officer or other appropriate person where necessary.
Responding to subject access requests
The centre will normally respond to a valid subject access request without undue delay and within one calendar month of receiving the request or within one month of receiving any information reasonably required to confirm the requester's identity or authority to act on behalf of the individual.
Where a request is complex or a number of requests have been made by the same individual, the response period may be extended by up to two further months where permitted by UK data protection legislation. The individual will be informed within the initial one-month period if an extension is required and given an explanation of the reasons for the delay.
The applicable time period will begin once the centre has received the request and any information reasonably required to confirm the requester's identity.
Where a request relates to examination information and specific statutory provisions or exemptions apply, the centre will consider those provisions when determining what information can be disclosed and when it must be provided. The centre will liaise with the relevant awarding organisation where appropriate.
Third-party requests and disclosure
Personal data relating to one individual will not normally be disclosed to another individual or organisation unless there is a lawful basis for doing so and the disclosure is otherwise permitted under applicable data protection legislation.
Where a third-party requests personal data on behalf of a candidate, the centre may require appropriate evidence that the candidate has authorised the third party to act on their behalf. The centre may also require sufficient information to verify the identities of the candidate and the third party.
Where a third party has a legal authority or other lawful basis to request information, the centre will consider the request in accordance with that authority and applicable data protection legislation. Consent is not necessarily the appropriate legal basis in every circumstance.
In the case of looked-after children or children in care, information may be shared with a local authority or other relevant organisation where there is an appropriate lawful basis and the disclosure is necessary and proportionate. Existing information-sharing agreements or statutory duties will be considered as appropriate. Any request that raises uncertainty about the lawful basis for disclosure will be referred to the Head of Centre before information is released.
The centre will keep an appropriate record of significant decisions relating to requests for access to or disclosure of personal data, including the reasons for refusing or limiting disclosure where applicable.
Sharing information with parents and other persons
The centre will consider all relevant legal requirements and official guidance when deciding whether examination-related information may be shared with a parent, person with parental responsibility, non-resident parent, local authority or other third party.
Data protection legislation does not, by itself, determine whether a parent is entitled to receive information about their child. The centre will also consider relevant education law, the legal status and rights of the person requesting the information, any court orders or other legal restrictions, and the nature of the information being requested.
The centre will have regard to relevant Department for Education (DfE) guidance on parental responsibility, including guidance concerning:
· who has parental responsibility and the rights and responsibilities associated with it 
· the rights of non-resident parents to receive information about their child's education 
· circumstances in which information may be withheld where disclosure could result in serious physical or mental harm 
· the role of a local authority acting as a ‘corporate parent’; and
· the provision of GCSE results and other educational information to parents 
The current DfE guidance is Parental responsibility: guide for schools and local authorities, including Understanding and dealing with issues relating to parental responsibility, which was last updated on 24 August 2023.
The centre will also have regard to the DfE guidance School reports on pupil performance: guide for headteachers, which sets out requirements concerning information that schools must provide to parents, including grades achieved in GCSEs and other qualifications. This guidance was last updated on 8 May 2024.
Parents and persons with parental responsibility
Where a parent or other person with parental responsibility requests examination-related information, the centre will establish, where necessary, the identity and status of the person making the request and consider whether the information should be provided under the relevant education legislation and guidance.
A non-resident parent who has parental responsibility will not automatically be excluded from receiving educational information simply because they do not live with the child. The centre will consider the individual's legal rights and any relevant court order or other restriction before deciding whether information can be disclosed. DfE guidance confirms that GCSE results form part of the pupil's educational record and may be disclosed to a parent on request; the pupil's consent is not normally required. However, information may be withheld where the school considers that disclosure could result in serious physical or mental harm to the pupil or another individual.
Where a parent or other person with parental responsibility requests information about a child who is 16 or over, the centre will consider the applicable education-law provisions, the young person's circumstances and any relevant restrictions before disclosing information. Data protection rights will also be considered where the requested information constitutes the young person's personal data.
Local authorities and corporate parents
Where a local authority or another person is acting in a corporate parenting capacity, the centre will consider whether the requesting organisation or individual has a lawful entitlement or other appropriate legal basis to receive the information.
The centre will not assume that a local authority is entitled to receive all information about a child simply because it has corporate parenting responsibilities. The nature of the request, the authority or individual's legal role, the information requested and any applicable legal requirements will be considered before information is disclosed. Relevant information-sharing arrangements and statutory duties will also be taken into account.
Data protection considerations
Where examination information constitutes personal data, any disclosure must also comply with applicable UK data protection legislation, including the UK GDPR and Data Protection Act 2018, as amended by the Data (Use and Access) Act 2025.
The centre will ensure that personal data is disclosed only where there is an appropriate lawful basis and the disclosure is necessary and proportionate. The centre will take particular care where information includes special category data or other confidential or sensitive information.
Where there is uncertainty about whether information can be disclosed, the request will be referred to the Head of Centre before information is released.
The centre will maintain an appropriate record of significant decisions concerning the disclosure or withholding of examination-related personal data, particularly where there is a dispute concerning parental responsibility, a court order, safeguarding concern or other legal restriction.
Publishing exam results
When considering whether and how to publish examination results, Stretford Grammar School will comply with applicable UK data protection legislation and have regard to relevant guidance issued by the Information Commissioner's Office (ICO), the Department for Education (DfE) and the Joint Council for Qualifications (JCQ).
The centre may publish examination results, including in the local or national media or on the centre's website or premises, where this is permitted by law and is consistent with the centre's stated purposes for processing personal data.
The centre will:
· act fairly and transparently when publishing examination results
· ensure that pupils and their parents or guardians are informed as early as reasonably practicable whether examination results will be made public and how they will be published
· explain the form in which results will be published, for example whether candidates will be listed alphabetically, by subject or qualification, or according to grades achieved
· publish only information that is appropriate and necessary for the stated purpose
· take reasonable steps to minimise unnecessary disclosure of personal information
· have regard to relevant JCQ requirements concerning the release and confidentiality of examination results; and
· take seriously any concerns or objections raised by a pupil or their parent or guardian about the publication of examination results
The centre does not normally require the consent of pupils, parents or carers to publish examination results where the publication is undertaken on an appropriate lawful basis. The UK GDPR does not prevent schools from publishing examination results in the local press or online.
However, pupils and parents or guardians should be given an opportunity to raise concerns or object to the publication of results. Where an objection is received, the Head of Centre will consider the circumstances and determine whether the proposed publication should proceed. The centre will take the objection seriously and will not reject it without good reason.
Where appropriate, the centre will consider factors such as:
· the nature and purpose of the proposed publication
· the information that would be disclosed
· the potential impact on the pupil
· the pupil's age and circumstances
· whether the pupil or their parent or guardian has raised specific concerns
· whether publication is necessary and proportionate for the stated purpose; and
· whether the information can be published in a way that reduces any unnecessary impact on the individual
Where an objection is rejected, the centre will provide the individual with an explanation of its decision.
The centre will also ensure that examination results remain strictly confidential until the relevant awarding organisation's authorised release date. Results received by schools and colleges before results day must not be disclosed prematurely.
Further information about the publication of examination results and data protection is available from the Information Commissioner's Office.  
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Section 8 – Table recording candidate exams-related information held
For details of how to request access to information held, refer to section 7 of this policy (Access to examination information and subject access requests)
For further details of how long information is held, refer to section 6 of this policy (Data retention periods)
	Information type
	Information description (where required)
	What personal/sensitive data is/may be contained in the information
	Where information is stored 
	How information is protected
	Retention period

	Access arrangements information
	List of support being offered to candidates, with reasons  
	Candidate name
Candidate DOB
Gender
Diagnostic testing outcomes
Specialist reports (may also include candidate address)
Evidence of normal way of working
	Access Arrangements Online
MIS (Bromcom)
Lockable metal filing cabinet
 

	MFA; Secure user name and password 
Bromcom
In secure office (SENCo)
	

	Alternative site arrangements
	List of addresses for candidates taking exams at home or other venues
	Candidate name
Candidate DOB
Candidate number
Gender
Candidate address
	JCQ Centre Admin Portal
Centre email accounts
	MFA; Secure user name and password 
In secure office (SENCo)
	

	Attendance registers copies
	List of candidate names, and whether present for each examination
	Candidate name
Candidate DOB
Gender
Candidate number
	Secure examination storage room (behind double locked door and metal shutter) with barred windows
	In secure area solely assigned to exams
	

	Candidates’ scripts
	Completed papers from examinations
	Candidate name
Candidate DOB
Candidate number
	(Prior to dispatch) Secure examination storage room (behind double locked door and metal shutter) with barred windows
	In secure area solely assigned to exams
	

	Candidates’ work 
	NEA assessments
	Candidate name and exam number
	Locked metal filing cabinets
Encrypted storage
	Secure user name and password 

	

	Certificates
	Final proof of examination results
	Candidate name
Candidate DOB
Gender
Candidate number
	Secure examination storage room (behind double locked door and metal shutter) with barred windows
	In secure area solely assigned to exams
	

	Conflicts of interest records
	Details of staff/candidates where a conflict of interest exists
	Candidate/staff name
Candidate DOB
Gender
Candidate number
	Awarding body webforms and portals
Staff secure email
	MFA; Secure user name and password 

	

	Entry information
	Details of subjects each candidate is entered for
	Candidate name
Candidate DOB
Gender
Candidate number

	MIS (Bromcom)

	Bromcom

	

	Exam room incident logs 
	List of any noteworthy occurrences during the examination
	Candidate name
Candidate number
	Secure examination storage room (behind double locked door and metal shutter) with barred windows
	In secure area solely assigned to exams
	

	Invigilator and facilitator training records
	Details of training and / or signatures of attendance
	Invigilator names 
Invigilator signatures
	Electronically + paper copies in secure room
	Secure user name and password 
In secure area solely assigned to exams
	

	Overnight supervision information
	List of procedures for candidates being kept overnight due to examination clashes
	Candidate name
Candidate DOB
Candidate number
	Electronically on secure drive
	Secure user name and password 
	

	Post-results services: confirmation of candidate consent information
	List of possible access to scripts or re-marks per candidate
	Candidate name
Candidate DOB
Candidate number
	Electronically on secure drive
	Secure user name and password 

	

	Post-results services: requests/outcome information
	Results of re-marks per candidate
	Candidate name
Candidate DOB
Candidate number
	Electronically on secure drive
	Secure user name and password 

	

	Post-results services: scripts provided by ATS service 
	Actual exam papers produced by candidates
	Candidate name
Candidate DOB
Candidate number
	Secure examination storage room (behind double locked door and metal shutter) with barred windows
	In secure area solely assigned to exams
	

	Post-results services: tracking logs
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